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PURPO SE

The purpose of thispolicy isto ensure an information technology infrastructure that promotesthe
basic mission of the university. SHSU sinformation servicesnetwork hasbeen established forthe
use and benefit of SHSU in the conduct of itsacademic, business, and otheroperations. This
document providesdirection and support forthe SHSU Information Security Program and the
Division of Information Technology Services (IT@Sam) Policies.

Thisframework of ITsecurity policiescollectively represent the basis of the institutional Information
Security program and on the aggregate whole meet the objectivesasarticulated by TSUSRule
lll, Para. 19 and it associated guidelines.

Thispolicy promotesthe following goals:

[1 To ensure the integrity, reliability, availability, and performance of SHSU information
technology resources;

[1 To ensure that use of SHSU information technology resourcesis consistent with the
principlesand valuesthat governs SHSU asa whole;

[1 To ensure that information technology resourcesare used fortheirintended purposes;
and

[0 To ensure allindividualsgranted accesspriviegesto SHSU information technology
resourceshave a clearunderstanding of what isexpected during use and the
consequencesof violating SHSU policies.

SCOPE

Thisprogram appliesequally to allindividualsgranted accesspriviegesto any Sam Houston
Sate University (SHSU) information technology resources.

POLICY STATEMENT

Information technology resourcesplay an integral part in the fulfilment of the primary mission of
the university. Usersof SHSU sinformation technology resourceshave a responsibility to protect

and respect those resources, and are responsible for knowing the regulationsand policiesthat

apply to appropriate use of the university’sinformation technology resources.

Usersmust understand and expect that SHSU information technology resourcesmay be limited
orregulated by SH3U, if needed, to fulfill the primary mission of the university. Usage may be
constrained asrequired to assure adequate capacity, optimal performance, and appropriate
security of those resources.

Anyone using SHSU sinformation resourcesexpressly consentsto university monitoring of the
network at any time and forany purpose, including but not necessarily limited to, evidence of
possble criminal activity, violations of law, contract, copyright or patent infingement, and/or
violation of any university or Texas Sate University System policy, rule, orregulation.



SHSU information security policiescan be found on the SHSU website at:
http://www.shsu.edu/intranet/policies/information_technology policies/index.html

The Information Security User Guide which containsa summary of userrelated policiescan be
found at: http://www.shsu.edu/~ucs www/documents/Information_Security User Guide.pdf

The Information Security Program, which containsthe framework that will ensure the appropriate
safeguardsare applied to SHU information systems, can be found at:
http://www.shsu.edu/intranet/policiesinformation_technology policiesdocuments SHSU Info_S
ec_Program_ver 2012 08 29.pdf

A review of the institution of higher education'sinformation security program forcompliance
with these standardswillbe performed at least biennially, based on businessrisk management
decisions, by individual(s) independent of the information security program and designated by
the institution of highereducation head or hisorherdesignated representative(s). TAC 202.71(e)

NON-CONSENSUALACCESS

SHSU cannot absolutely guarantee the privacy or confidentiality of electronic documents.
Consequently personsthat use these state-owned resources, orany personally owned device
that may be connected to an SHSUresource, have no right to privacy in their use of these
resourcesand devices. However, SHSU will take reasonable precautionsto protect the privacy
and confidentiality of electronic documentsand to assure personsthat SHSU will not sesek access
to theirelectronic messagesordocumentswithout theirpriorconsent except where necessary
to:

[0 Satisfy the requirementsof the TexasPublic Information Act, or other statutes, lawsor

regulations;

[0 Allow institutional officials to fulfill their responsibilitieswhen acting in theirassigned
capacity;

[0 Protect the integrity of SHSU sinformation technology resources, and the rightsand other
property of SH3U;

[0 Allow system administratorsto perform routine maintenance and operations, security
reviews, and respond to emergency stuations; or

[1 Protect the rightsof individualsworking in collaborative situationswhere information and
filesare shared.

To appropriately preserve the privacy of electronic documentsand allow authorized individuals
to perform theirassigned duties, specific university staff and law enforcement will sign an SHSU
Non-Consensual Accessto Eectronic Information Resources Request Form annually and submit
the form to the Office of the Information ResourcesManager (IRM). At the beginning of each
fiscal year, non-consensual accessrequestswillbe resubmitted, reviewed, and approved or
denied by the IRM.

Individualsmay request non-consensual accessto specific data by initiating the Non-
Consensual Accessto Hectronic Information ResourcesRequest Form, obtaining the approval of
theirorganizational head, and submitting the form to the Office of the Information Resources
Manager (IRM). If the request appearscompliant with university policy, the IRM ordesignee will
coordinate with the Information Security Officer (ISO) asnecessary to satisfy the request.







