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Polic y Compliance:  IT-00 
 
PURPOSE 
 
The purp ose of this polic y is to ensure an informa tion tec hnology infrastruc ture tha t p romotes the 
basic  mission of the university.  SHSU’s informa tion servic es network has been estab lished  for the 
use and  benefit of SHSU in the c onduc t of its ac ademic , b usiness, and  other opera tions.  This 
doc ument p rovides d irec tion and  support for the SHSU Informa tion Sec urity Program and  the 
Division of Informa tion Tec hnology Servic es (IT@Sa m) Polic ies. 
 
This framework of IT sec urity polic ies c ollec tively rep resent the basis of the institutiona l In forma tion 
Sec urity p rogram and  on the aggrega te whole meet the ob jec tives as a rtic ula ted  by TSUS Rule 
III, Pa ra . 19 and  it assoc ia ted  guidelines. 
 
This polic y p romotes the following goa ls: 

� To ensure the integrity, reliab ility, ava ilab ility, and  p erformanc e  of SHSU informa tion 
tec hnology resourc es; 

� To ensure tha t use of SHSU informa tion tec hnology resourc es is c onsistent w ith the 
p rinc ip les and  va lues tha t governs SHSU as a  whole; 

� To ensure tha t informa tion tec hnology resourc es a re used  for their intended  purposes; 
and  

� To ensure a ll ind ividua ls g ranted  ac c ess p rivileges to SHSU informa tion tec hnology 
resourc es have a  c lea r understand ing of what is expec ted  during use and  the 
c onsequenc es of viola ting SHSU polic ies. 

 
SCOPE 
 
This p rogram app lies equa lly to a ll ind ividua ls g ranted  ac c ess p rivileges to any Sam Houston 
Sta te University (SHSU) informa tion tec hnology resourc es. 
  
POLICY STATEMENT 
 
Informa tion tec hnology resourc es p lay an integra l pa rt in the fulfillment of the p rimary mission of 
the university.  Users of SHSU’ s informa tion tec hnology resourc es have a  responsib ility to p rotec t 
and  respec t those resourc es, and  a re resp onsib le for knowing the regula tions and  polic ie s tha t 
app ly to approp ria te use of the university’ s informa tion technology resourc es. 
 
Users must understand  and  expec t tha t SHSU informa tion tec hnology resourc es may be limited  
or regula ted  by SHSU, if needed , to fulfill the p rimary mission of the university.  Usage may be 
c onstra ined  as required  to assure adeq ua te c apac ity, op tima l performanc e, and  app rop ria te 
sec urity of those resourc es.    
 
Anyone using SHSU’s informa tion resourc es exp ressly c onsents to university monitoring of the 
network a t any time and  for any p urpose, inc lud ing  but not nec essa rily limited  to, evidenc e of 
possib le c rimina l ac tivity, viola tions of law, c ontrac t, c opyright or pa tent infringement, and / or 
viola tion of any university or Texa s Sta te University System polic y, rule, or regula tion. 
 



 

 

SHSU informa tion sec urity polic ies c an be found  on the SHSU website a t:  
http :/ / www.shsu.ed u/ intranet/ polic ies/ informa tion_tec hnology_polic ies/ index.html   
 
The Informa tion Sec urity User Guide whic h c onta ins a  summary of user rela ted  polic ies c an be 
found  a t:  http :/ / www.shsu.edu/ ~uc s_www/ doc uments/ Informa tion_Sec urity_User_Guide.pd f  
 
The Informa tion Sec urity Program, whic h c onta ins the framework tha t w ill ensure the approp ria te 
sa feguard s a re app lied  to SHSU informa tion systems, c an be found  a t:  
http :/ / www.shsu.ed u/ intranet/ polic ies/ informa tion_tec hnology_polic ies/ d oc uments/ SHSU_Info_S
ec _Program_ver_2012_08_29.pd f  
 
A review of the institution of higher ed uc a tion's informa tion sec urity p rogra m for c omp lianc e 
w ith these standards w ill be performed  a t least b iennia lly, based  on business risk management 
dec isions, by ind ividua l(s) independent of the informa tion sec urity p rogram and  designa ted  by 
the institution of higher educ a tion head  or his or her designa ted  rep resenta tive(s). TAC 202.71(e) 
 
NON-CONSENSUAL ACCESS 
 
SHSU c annot absolutely gua rantee the p rivac y or c onfidentia lity of elec tronic  doc uments.  
Consequently persons tha t use these sta te-owned resourc es, or any persona lly owned  devic e 
tha t may be c onnec ted  to an SHSU resourc e, have no right to p rivac y in their use of these 
resourc es and  d evic es.  However, SHSU will take reasonab le p rec autions to p rotec t the p rivac y 
and  c onfidentia lity of elec tronic  doc uments and  to assure persons tha t SHSU will not seek ac c ess 
to their elec tronic  messages or d oc uments w ithout their p rior c onsent exc ep t where nec essa ry 
to: 

� Sa tisfy the requirements of the Texas Pub lic  Informa tion Ac t, or other sta tutes, laws or 
regula tions; 

� Allow institutiona l offic ia ls to fulfill their responsib ilities when ac ting  in their assigned  
c apac ity; 

� Protec t the integrity of SHSU’ s informa tion tec hnology resourc es, and  the rights and  other 
p roperty of SHSU; 

� Allow system administra tors to perform routine ma intenanc e and  opera tions, sec urity 
reviews, and  respond  to emergenc y situa tions; or 

� Protec t the rights of ind ividua ls working  in c ollabora tive situa tions where informa tion and  
files a re sha red . 

 
To app rop ria tely p reserve the p rivac y of elec tronic  doc uments and  a llow authorized  ind ividua ls 
to perform their assigned  duties, spec ific  university sta ff and  law enforc ement w ill sign an SHSU 
Non-Consensua l Ac c ess to Elec tronic  Informa tion Resourc es Request Form  annua lly and  submit 
the form to the Offic e of the Informa tion Resourc es Manager (IRM).  At the beginning of eac h 
fisc a l yea r, non-c onsensua l ac c ess requests w ill be resubmitted , reviewed , and  app roved  or 
denied  by the IRM.   
 
Ind ividua ls may req uest non-c onsensua l ac c ess to spec ific  da ta  by initia ting  the Non-
Consensua l Ac c ess to Elec tronic  Informa tion Resourc es Request Form, ob ta ining  the app rova l of 
their organiza tiona l head , and  submitting  the form to the Offic e of the Informa tion Resourc es 
Manager (IRM).  If the request appears c omp liant w ith university polic y, the IRM or designee w ill 
c oord ina te w ith the Informa tion Sec urity Offic er (ISO) as nec essa ry to sa tisfy the request.   

 
 

  




